Decision Group Inc.

Network Packet Forensics Analysis Training (NPFAT) Course
By Decision Group

Course Agenda

Day 1 -

Morning Sessions: 10.00am-12pm

Module 1: Revision and Concepts

Afternoon Sessions: 1.15pm-2.30pm, 2.45pm-4.30pm
Module 2: HTTP Packet Analysis

Module 3: Email Packet Analysis

Day 2 -

Morning Sessions: 9.15am-10.30am and 10.45am-12.00pm
Module 4: Instant Messaging Packet Analysis

Module 5: FTP Packet Analysis

Module 6: P2P File Sharing Packet Analysis

Module 7: Telnet Packet Analysis

Module 8: Online Games Packet Analysis

Afternoon Sessions: 1.15pm-2.30pm, 2.45pm-4.30pm
Module 9: Voice over IP (VolP) Packet Analysis

Module 10: HTTP Video Streaming Packet Analysis
Module 11: HTTPS/SSL Packet Analysis

Day 3 -

Morning Sessions: 9.15-10.30am & 10.45-12.00pm
Module 12: Introduction to Wireless Interception
Module 13: Case Studies

Afternoon Sessions: 1.15pm-2.30pm, 2.45pm-4.30pm
Module 14: Packet Assembly & Reconstruction Sol.

Module 15: Implementation for National Security




Decision Group Inc.

Day 4 -

Morning Sessions: 9.15-10.30am & 10.45-12.00pm
Module 16: Implementation for Lawful Interception
Module 17: HTTPS Interception

Afternoon Sessions: 1.15pm-2.30pm, 2.45pm-4.30pm
Module 18: Practical Drills

Final — Certification Examination
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