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HTTPS / SSL
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HTTP&'55L Device
acts e a proxy and
performs MITM Allack
o decnpt HTTPS
traffic

Application Features:

m Decrypt and decode HTTPS network packets

B Two application modes: 1. Online = Man-in-the-Middle _r-1'TI‘ 1) A
(DecryptHTTPS raw data packets with Private/Secret key knoli
In MITM Attack Method, it acts as proxy to the targeted user/PC (using ARP and DMN5
positioning). The HTTP and HTTPS traffic betwaen the targeted user/PC and SSL server can
therefore be redirected to the HTTPS/SSL Network Packet-Foren Jevice. This will allow
the HTTPS/SSL Device to decrypt the HTLTPS traffic with genuine SSL certificate obtained.

B Login Username and password for HTTP amd HTTPS websites such as Gmail_Yahoo Mail,

E-Bay etc. can be extracted and obtained. -
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