	Decision Group
	2012



E-Detective System Specifications

	
	

	No
	Features and Specifications

	1
	Recommended Server Hardware Specifications 

	 
	Good CPUs (Quad Core, Core i3/5/7 etc.), 2-16G RAM, 2-8 HDDs (total of 2TB), 2 Gigabit NIC Interface (Recommended Intel Chipset) etc. – Customer can opt to purchase entire system or just purchase the software from DG. Customer may use their own hardware.


[image: image1.png]





	 
	 

	2
	Software Specifications

	2a
	General Implementation

	2.a.1
	Intercept (Capture Internet Traffic) on Gigabit Ethernet - from Distributed Tap Monitoring Ports/from Managed Switch Monitoring Port

	2.a.2
	Mode of Operation: Passive (Port-Mirroring/SPAN)

	2.a.3
	Average Parsing Throughput per system: 300-400 Mbps. Maximum Parsing Throughout per system: 500 Mbps.

	2.a.4
	System Management - Web GUI (IE 7/8/9 Browser)

	 
	 

	2b
	Internet Traffic (Services) Parsing and Reconstruction  

	2.b.1
	Email: POP3, SMTP, IMAP (including all attachment types) with detail like Date-Time, IP Address (Source-Destination IP Addresses) Sender, Receiver, CC, BCC (for SMTP) and Source MAC Address.  - Can be opened using Email Client App such as Outlook.

	2.b.2
	Webmail (Read and Sent): Yahoo Mail, Windows Live Hotmail, HTTP Gmail, Hinet, PCHome, URL Mail, Giga Mail, Yam Mail, Sina Mail, Seednet, Tom Mail, 163 Mail, Sohu Mail, Gawab, QQ Mail, 126 Mail, Rediff Mail, Zimbra Mail (including all attachment types)

	2.b.3
	Instant Messaging (IM-Chat): Yahoo Messenger, Yahoo Web Chat, Windows Live Messenger (MSN), MSN Web Chat, IRC, ICQ, QQ, UT Chat Room, XMPP Chat, Google Talk (Chinese version), Skype Voice Call Duration Log, WhatsApp. Sniffer Agent - optional module (to be installed on target user PC on a LAN network) can be used to record Skype and QQ conversation content. VoIP Call and Webcam Session for Yahoo Messenger can be reconstructed for Yahoo Messenger International version. File Transfer reconstruction for Yahoo Messenger, Windows Live Messenger (MSN) is supported. Note that MSN Voice and Video Calls are not supported due to proprietary CODEC used by Microsoft. 

	2.b.4
	HTTP: Link-URL, Content, Reconstruct, Upload and Download, FLV Video Streaming (Youtube, Metacafe, Google Video etc.), Social Network Services (Facebook-Wall, Chat and Games Log, Twitter, Plurk), HTTP Request (GET/POST)

	2.b.5
	File Transfer: FTP Upload/Download, P2P File Sharing Logs (BitTorrent, eMule/eDonkey, FastTrack, Gnutella), CIFS

	2.b.6
	Telnet: Support Play Back

	2.b.7
	Online Games Logs: Ragnarok Online, Mapple Story, War of World Craft, ZT, FairyLand, Kinf of king, Katrider, BnB, Mabinogi, Hotdance, Gatamped, Pangya, Heatproject, DTG, Superrich, O2jam, Seal, COCOCAN, Nage, Gersang, Laghaim, Hot, 3P, SF, Noritel, Elysium, Stoneage, A3, HE, ZU, Cabala, JY1, JY2, Wonderland, SAN, TS, LoveBox, SANGO, Dekaron, Cabal, Rohan, GVO, CG, DOMO, BO, SWDOL, DOMOFREE, RICHOL, RO, Mir3, JX, JX2, TTH, RF Online, SOL, Nobol, FDO, GHOSTSOUL, AL, CPW, 1003b, 9D, EverQuestll, Silkroad2, Metin, MS, SUN, Hero, HB, WE5, FongShen, FongShen2, Q3baby, SHE and Megaten. 

	2.b.8
	VoIP: RTP voice call sessions (Supported CODECS includes G.711a-law, G.711µ-law, G.723, G.729 and iLBC)

	2.b.9
	Database Command – MySQL, MS SQL, Oracle 

	2.b.10
	Unknown Traffic Logging: Logging of unknown or non-reconstructable Internet traffic types.

	 
	 

	2c
	Reporting

	2.c.1
	Comprehensive Top and Drilled Down Report like Total Statistical Throughput Reports, Online IP List, Network Usage (Daily, Weekly) Report, Top Users Report, Log Report (Daily Excel Format) etc. 3rd party software such as Crystal Report can be used to generate customized reports.

	 
	 

	2d
	Analysis, Forensics, Administrative, Management Functions

	2.d.1
	Capture Target-Filter: By IP, IP Subnet-Domain, Traffic Types (Internet Services Types)

	2.d.2
	Raw Data (PCAP File) Reserving Services

	2.d.3
	Search: Data Mining (Full Text Search-Key Words), Search by Condition/Parameters, Association and Relationship Searching, Similar Content Search

	2.d.4
	Data Backup and Retention: Automatically (Schedule) and Manually to external storage such as NAS/SAN by network FTP upload method

	2.d.5
	Alert: Alert with Content (Key Words, Account etc.), Sensitive File Alert, Throughput Alert

	2.d.6
	Bookmark: Bookmark search records and allow view back and backup export.

	2.d.7
	Detail Information of Target User: Source and Destination IP Address, MAC Address, Account Name (Auto Detection)

	2.d.8
	Google Mapping Integration

	2.d.9
	Syslog Services: Able become a Syslog Server for Syslog collections from network equipments

	2.d.10
	Authority Assignment: System Management with different level of Authority

	2.d.11
	Online IP-Account Listing

	2.d.12
	Event Trigger Management

	2.d.13
	System Maintenance Statistics
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